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Charities, scams and insider fraud

Shivaji Shiva of Michelmores Solicitors looks at how charities

can protect themselves.

UORWLIOM|

The risk of losing money lo scams or athar fraud
is a real congern for charifies. A recent analysis
ol lhe issuas raised by Charily Commission
inquiries found thal 11% involved allegations of
fraud or theft, while as many as 43% |dentlfied
inadequate Ninancial syslems. The number of
actual instances of fraud within charilies is
relalively small hut it does happen and lhe
impact can be considerabla,

This risk has taken on another dimension
racently with the increased risk of charity funds
being misused by terrorists. The Charity
Commission is consulting on its strategy for
dealing wilh the lerrorisl abuse of charities. The
draft slrategy emmphasises the importance of
good housekeeping to prevent misusa of funds.

The risk lo charilies ean come from oulside or
within, wilh more or less serioys resulls.

As lhe Commission observes: "Charities which
implement good general risk managament
policies and procedures will be befler
safeguarded against a range of polenlial
misusas”,

External scams

Common examples of external scams include:
Adminlstrallve fees and directory listings

Many charities have received letlers with an
official looking letterhead, requesting paymenl to
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‘renew’ a direclory listing. The amount requaste
is generally pilched at a level designed to invite
the recipient to authorise Lhe payment without
serutinising it carefully. On close examination, the
payment is for listing in a 'privale directory’ which
never materialises. Variants refer {o legal
processes such as registration with the Office of
the Informalién Commissioner or the Inlellectual
Froperty Office and solicit substantial fees for
similarly illusory services.

Prevention: Clear financial authorisation
proceduras should ensura that raquests like
these are seen by an appropriate member of
slafl befora any payment is made.

Misuse of charity name ar logo

The misuse of charily names or logos on web-
siles is increasingly common. Oftan tha name of
a well known charity Is used to induce members
of the public to visit the scarmmers’ websile either
to drive lraffic [o the site or to derive income from
‘click through' adverlising. While there is no direct
financial |oss Lo lhe charily, the loss of goodwill
can be significant particularly where the content
io which people is directed is unsavoury.

Prevention: The steps involved in resolving
disputes of this sort will depend on the nature of
the problem. They may include taking
proceedings for passing off or trade mark
infringement or using tha dispute resclution
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procedure of @ domain name registrar lo seek
control of the websile address. It will, however,
generally be helpful lo ensura that the name of
tha charity and any distinclive lego are protected
as ragistered trade marks.

Dadgy donors

A donor sends you a substanlial donalion. Before
the cheque is cashed, the donor asks you to
relurn a porlion of the donalion to a different
bank accounl, saying Lhat the original donation
was overpaid by mistake. You do 8o, and
subsagquently discover thal the original chegue
has bounced and the charlty is out of pocket.

Prevenlion: In the wake of an attempted fraud aof
this nature, lhe Charily Commission has made il
clear that charities should never relum any
donalion belora the original cheque has clearad.
A clear procedure on the circumstances in which
danalions may be returned will help avoid fraud
as well as addressing the complex athical and
charity law issues which can arise in relalion to
the retum of donations.

Gift Aid fraud

Charities which provide dslails of their bank’
accaunts on Gift Aid forms have found that the
details are used by criminals sesking
unaulhorised access to the charily's account.

Frevenlion: A simple solufien is to open a
deposil-only account for such donations or invite
donors to contacl you so thal you can emall tham
a form.

Internal fraud

Somelimas the most serious fraud is from slaff or
volunteers within the charity. An insider has mare
{ime, more access and more information than
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outsiders do, Such frauds have causad
considerable damage to charilies and even
caused lhem to be dissolved. In addilion to the
financial loss, such fraud demoralises slaff,
truslees and volunteers and injures the charity's
iepulation wilh funders, the Charity Commission
and the public.

This takes many dlfferenl forms. In one example,
a well-respected individual was appointad clerk
lo lhe lruslees of a grant-making trust. He was
later convicled of fraud amounting to £300,000. A
Chanty Commission investigation found that "as
a result of minimal supervision and a lack of
accountability, the clerk had been abls lo alter
bank mandatas from three signatures lo solely
his own". The trustess had been persuaded Lo
slgn cheques on which the payee was lefl blank.

Preventing internal fraud
Key steps include;

« Communication and cullure
An organisation's culture is its firsl line of
defence. The charity should promote honesty
and {ransparency, and take a consistenl
stance against dishonesly. Toleraling the
fiddling of expenses, for example, may
encourage other forms of dishonesty.

»  Systems
This concem to promote honesty should be
reflecled in the charity's internal procedures.
When staff are recruited, references should
be taken up, qualificalions checked and
questions asked about any unusual gaps in a
candidate’s employment hislory. Once staff
are in post, there should be clear
suthorisation limils and aulhority should be
acquired gradually. Slaff records should be
kepl up to date.
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« Effective moeniloring
Arrangaments for slafl managemenl and
appraisal provide opportunilies for furlher
manitoring. This should include checking
work done and letters {or emails) in and out. If
may be appropriate to amend the charity's
employment conlracis and email policies to
make clear thal lelephone calls and email
may be monltored.

« Securily precaulions
Approprizle use of compuler passwords,
locked drawers and limits on access lo
information will help, provided thatl the
resirctions do not bacome so onerous that
people are encouraged o circumvent them or
are prevenied from working eflectively.

» Limils lo authorily
It is dangerous for anyone lo have loo much
authority. Charities should give careful
considaeration as to: who can sign or
couniersign cheques and lo what limif; who
can change bank mandales; who can access
computer systems —in parlicular the
accounting systems.

« Effeciive use of auditors .
An important initial step for most chanties is
to ensure lhat thair auditors are familiar with
the sector, understand the work of the charity
and are involved in improving the charity's
financial conlrols. Auditars have a clear role
in finding inconsistencies in lhe accounls.

« Formal monitoring
The organisation should also consider what
other formal monitoring it should carry oul.
This may include internal audit procedures or,
whete the charity handlas a lof of cash or
stock, appropriate checks such as random
sltock takes or counls of cash.
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v Informal moniloring
Informal monitoring can be enormously
effeclive il supported by the type of
organisalionat culture refarred to above.
Otherwise, il is all too easy for standard
processes such as counlarsigning cheques to
become litlle more than an exercise in.rubber
stamiping. Large or unusual paymenls should
ba questioned. Blank chegues or other
documents with important blanks should
naver be signed.

Clearly, prevention is betler than cure. However,
where an instance of fraud is discovered, lhe
charity should ensure that a full Invesligalion is
carried oul. This will generally involve instrucling
sollcilors al an early slage. :

The charity frustees will need enough information
to decide how to proceed. A full examinalion of
the sleps involvad in investigating fraud is
beyond the scope of Lhis article. Bul 1he process
will generally involve asking questions such as
lhosa below:

 What was [osl, how was il dona and who was
rasponsible?

« |5 there sufficient evidence to convince the
court, police or other agencies lo assisl?

_ = What action shauld be laken to calch lhose

responsible, prevent further fraud or recover
assets?

v Are third partizs at fauli? Did the bank
release moneay in breach of mandate? Did an
audilor rhiss irregularities?

= Should the Police and the Charity
Commission be informed? The Chanty
Commission expects charities to inform the
police where a crime is suspected unless
there is a good reason not to do so. |t will
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generalty be apprapriate 1o seek legal advice
where lhere is any uncerainty.

For further information, contact:

Shivaji Shiva

Head of Charlly Law, Michelmores LLP
01392 638648

wwnw.michelmoares.com

This malerial does not givae a full stalemeant of the
law. Itis inlended for guidance only and is nol a
sitbslilute for professional advice. Mo
responsibility for loss occasioned as a result of
any person acting or refraining from acting can
be accepted by Michelmores LLP

NAVCA members wanling lo re-use this articla
should contact Shivaji for permission.

WWW. navea.org.uk
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